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Eavesdroping
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Firewall Router




Perimeter network
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exampel: Telnet on port 23
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Kernel support:

Kernel 2.2 =======>|pfwad
Kernel 2.2.X=========>|p chains
Kernel 2.3.15=======>Net filter

kernel 2. X.X========>|P tables
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#lptwadm -F -f

F= Forwarding
f=flush



#ipfwadm -F -p deny

p=policy
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#ipfwadm -F -a accept -p tcp -S
172.16.1.0/24 -D
0/0 80

F=forwarding

-a accept = verfly send packet
-p tcp=tcp not UDP

-5 172.16.1.0/24 24bit on Ip
176.16.1.0

-D0O/0 80 ------m------ >evry evry things



Options:

-P protocol (either tcp, udp, icmp, or all)
-S address[/mask] [port ...]

source

-D address|[/mask] [port ...]

destination specification



#ipfwadm -F -a accept -p tcp -S 0/0 80 -D
172.16.1.0/24

port WWW ==80 ---------- >/etc/services
-D 0/0 www



#ipfwadm -F -a accept -p tcp -S 172.16.1.0/24 -D
0/0 80 -b



One bug In this config
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#ipfwadm -F -a deny -p tcp -S 0/0 80 -D
172.16.10.0 /24 -y

#ipfwadm -F -a accept -p tcp -S
172.16.1.0/24 -D 0/0 80 -b



-V address network interface address

-W name network interface name

-b bidirectional match

-e extended output mode

-k match TCP packets only when ACK set

-m masquerade packets as coming from local host

-n numeric output of addresses and ports

-0 turn on kernel logging for matching packets

-r [port] redirect packets to local port (transparent proxying)
-t and xor and/xor masks for TOS field

-v verbose mode

-x expand numbers (display exact values)

-y match TCP packets only when SYN set and ACK cleared



Default Mask

Class A
Matwork Moda
11 11 11 11 g0 00 00 Ok 6 L 0 0O 00 oD oo Oh
Binary Dotted 255 . 0 ) 0
Checamal
Class B
Matwork Moda
11 11 11 11 11 11 11 11 00 00 OO0 |:h:|- 00 OO0 00 o0
Binary Dotted 255 . 255 - & - B
Dacamal
Class C
ek Node
11 11 11 11 11 11 11 11 11 11 11 11 00  Oh oo o0
Binary Dotted 255 . 255 - 255 . -

Decimal
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